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(54) Method and apparatus for embedding comments in electronic messages 

(57) A message processing system and method 10 
allows a user to create messages for delivery to a 
number of recipients. In addition, the user can create 
one or more comments or special instructions in the 
message that are to be delivered to fewer than all of the 
recipients of the common message. The comments are 
encrypted such that they cannot be accessed by all 
recipients of the message but only selected recipients of 
the message. The message processing system may 
decrypt the comments and include them along with the 
common portion of the message prior to delivery to 
those recipients that are to receive the comments. Alter- 
natively, a recipient of a common portion of a message 
selects an icon or other prompt indicating that a com- 
ment is attached to the message. The recipient is asked 
to enter a password or other security code that causes 
the messaging system to determine whether the recipi- 
ent is to receive a comment and if so, to decrypt the 
attached comment. 
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Description 

[0001] The present invention relates to messaging 
systems in general, and in particular to enhancements 
to electronic messaging systems such as voice mail, e- 5 
mail or multimedia messaging systems. 
[0002] E-mail and voice mail are rapidly becoming 
the communication media of choice, as compared to the 
practice of drafting and circulating written memoran- 
dums, for many businesses and individuals. While voice 10 
mail and e-mail allow information to be disseminated 
rapidly to a number of recipients, it has generally been 
difficult to create customized messages for particular 
recipients without generating each message individu- 
ally. For example, a president of a company may wish to 15 
inform the employees of a meeting to be held at a spe- 
cific time and place. Therefore, the president drafts an 
e-mail message to be sent to all employees informing 
them of the meeting. In addition, the president may ask 
certain managers to be prepared to discuss particular 20 
items at the meeting but for some reason does not want 
all employees to know this fact. In the past, if the presi- 
dent wanted to inform the managers of their discussion 
topics, separate messages had to be created and sent 
to each manager. Often, to give the appearance that 25 
everyone gets the same message, the main message 
would be sent to everyone and then resent with com- 
ments to a smaller group, e.g., managers. This results in 
the message sender having to send the same message 
(with variations depending on the distribution) multiple 30 
times, and some recipients would be forced to spend 
unnecessary time in opening and handling the multiple 
messages. In order to communicate the same main 
message to all employees and to provide additional 
information to selected group(s) of those employees, 35 
multiple messages with different distribution lists would 
need to be created, sent and opened. Besides being 
inconvenient to users, this approach can also create 
bandwidth issues in some types of messaging systems 
on, for example, local area networks. 40 
[0003] From the above discussion, it is seen that 
more convenient and efficient messaging systems that 
allow sending a general message with private com- 
ments for selected recipients are desirable. 
[0004] The invention is defined in the independent 45 
claims, to which reference should now be made. Further 
advantageous features are detailed in the dependent 
claims. 

[0005] The present invention aims to allow a user to 
efficiently create customized e-mail, voice mail or multi- so 
media messages. This is by creating a common portion 
of a message which is to be sent to a number of recipi- 
ents and creating one or more comments which are 
attached to the common message portion for receipt by 
one or more particular recipients. Then, the user can 55 
cause the message with comment(s) to be sent to the 
recipients by the messaging system as detailed below. 
The comments are preferably encrypted. This is so that 



they cannot be read or heard by all recipients but only 
by the intended recipient(s). 

[0006] According to a preferred embodiment of the 
invention there is provided a method of sending mes- 
sages in an electronic messaging system, comprising: 
creating an electronic message with a common mes- 
sage portion that is to be delivered to a number of recip- 
ients; creating a comment to said common message 
portion in said electronic message, wherein said com- 
ment is to be accessed or reviewed only by a selected 
subset of said number of recipients; determining said 
recipients and said selected subset; and delivering (i.e. 
transmitting for access) said common message portion 
without said comment to said recipients (not in the sub- 
set) and delivering said common message portion with 
said comment to said selected subset. 
[0007] Both the common message and comments 
are preferably sent to the recipients via a messaging 
processor. 

[0008] In one embodiment of the invention, the 
messaging system analyzes an address list containing 
the recipients to whom the message is to be addressed. 
If a recipient has been designated to receive the com- 
ment, the comment is decrypted and included with the 
common message portion before transmission to the 
recipient. If the recipient is not designated to receive the 
comment, then the messaging system (or processor) 
transmits only the common message portion to the 
recipient. 

[0009] In another embodiment of the invention, the 
common message portion is transmitted to all recipients 
along with an icon or other prompt indicating that a com- 
ment is attached to the message. Upon selecting the 
icon or prompt, the messaging system (or processor) 
asks the recipient for a password or other security code. 
If the password is entered correctly, the messaging sys- 
tem checks to see whether the recipient is on a list of 
recipients to receive the comment, and if the recipient is 
on the list, decrypts the comment for the recipient. 
[0010] These and other embodiments of the inven- 
tion, as well as its advantages, will be described in more 
detail below in conjunction with the following drawings, 
in which: 

FIG. 1 is a block diagram of a message processing 
system according to the present invention; 

FIG. 2 is a flow chart of the steps performed by a 
user to create a message having comments that 
are transmitted to fewer than all of the recipients of 
a common portion of the message in accordance 
with the present invention; 

FIG. 3 is a flow chart of the steps performed by the 
messaging system of the present invention to for- 
ward a comment to particular recipients of a com- 
mon message; and 
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FIG. 4 is a flow chart of the steps performed by the 
messaging system to forward the comments to par- 
ticular recipients of a common message according 
to another aspect of the present invention. 

[0011] Embodiments of the present invention pro- 
vide a message processing system that allows a user to 
attach comments to a common message for general 
distribution, wherein the comments are to be received 
by fewer than all recipients of the common message. 
[0012] A block diagram of a message processing 
system according to the present invention is shown in 
FIG. 1. The system 10 includes a message processor 
20 that operates to receive and send messages 
between any number of user stations 22a, 22b, 22c, . . . 
22n. In one embodiment of the invention, the message 
processor 20 may be an e-mail server and the user sta- 
tions 22 are personal computers that are logically con- 
nected to the e-mail server by a local area network or a 
wide area network such as the Internet. A user of sta- 
tion 22a wishing to generate an e-mail message for dis- 
tribution to other users, types the message on his local 
station 22a along with an address list of recipients and 
forwards the message to the message processor 20. 
The message processor 20 then routes the message to 
the recipients at the other stations 22b-22n. In another 
embodiment of the invention, the message processor 
20 may be a voice mail system that is typically included 
as part of a private branch exchange (PEX) telephone 
system. Each of the stations 22a-22n comprises tele- 
phones with which voice mail messages may be 
entered or received. A user of the station 22a creates a 
voice message by recording the message and designat- 
ing one or more recipients to whom the message is to 
be transmitted. The recorded message is transmitted to 
the recipients by the message processor 20. 
[0013] As discussed earlier, if a user wished to cre- 
ate a common message for distribution to a number of 
recipients and add a comment or particular instructions 
to be delivered to fewer than all the recipients of the 
common message, it had been necessary for the user 
to create and send separate messages to those recipi- 
ents of the common message and to those recipients 
who were to receive the particular instructions or com- 
ments. The present invention aims to provide the ability 
to create customized messages for a recipient by allow- 
ing a user to create a single message containing a com- 
mon message for general distribution and comments 
that can only be received by selected individuals. 
[0014] FIG. 2 illustrates a flow chart of creating a 
customized message according to the present inven- 
tion. Beginning at a step 50, a sending user generates a 
common message that is to be transmitted to all recipi- 
ents. This message may be an e-mail message, a voice 
mail message, or a multimedia message such as an 
audio or video clip, etc. At a step 52, the sending user 
selects the recipients of the common message. At a 
step 54, the sending user generates one or more com- 



ments in the common message, where the comments 
are to be sent to fewer than all of the recipients of the 
common message portion. The comments may ask 
those recipients to perform some particular action or 

5 provide additional information to that contained in the 
common message. It is generally desirable that the 
comments not be readily accessed by each recipient of 
the common portion of the message. Therefore, the 
messaging system of the present invention generally 

10 encrypts the comments such that it cannot be under- 
stood by everyone who receives the common message 
unless the particular recipient is one of the selected 
recipients for the comments. At a step 56, the sending 
user creates an address list of the recipients who are 

75 authorized to receive the comments created at step 54. 
At a step 58, the common portion of the message 
including its address list, and the comments and its 
address list are delivered to the message (or messag- 
ing) processor for selective delivery to each recipient. 

20 [0015] FIG. 3 illustrates one embodiment of the 
present invention whereby the message processor 
determines whether a recipient is to receive either just 
the common portion of a message or the common por- 
tion with one or more of the comments. In the example 

25 shown in FIG. 3, this processing is performed in the 
message processor prior to delivery of the message to 
the recipients. This process may be advantageous in a 
client/server architecture where it is desirable to limit the 
transmission of unnecessary data to each recipient in 

30 order to avoid unnecessary consumption of network 
bandwidth. 

[0016] Beginning at a step 70, the message proces- 
sor analyzes the first recipient on the address list for the 
common portion of a message. At a step 74, the mes- 

35 sage processing system determines whether the recipi- 
ent is also to receive one or more comments that 
accompany the common portion of the message. 
Whether a recipient is to receive a comment is prefera- 
bly determined by the presence of the recipient's name, 

40 e-mail address, or telephone extension on the address 
list for the common portion of the message and on the 
address list for the comments. If the answer to step 74 
is no, then the messaging system forwards only the 
common portion of the message to that recipient. If the 

45 answer to step 74 is yes, the encrypted comment(s) is 
decrypted at step 76. At a step 78, the decrypted com- 
ment and common portion of the message are for- 
warded to the recipient for their review. 
[0017] At a step 80, the message processor deter- 

50 mines if all recipients on the address list for the common 
portion of the message have been analyzed. If so, 
processing ends at step 82. If not, the next recipient on 
the address list is obtained at step 84 and processing 
returns to step 72 until all the recipients have been ana- 

55 lyzed. 

[0018] As will be appreciated from viewing the 
steps in FIG. 3, creating customized messages for each 
recipient prior to the delivery may require that multiple 
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copies of the message be stored at the message proc- 
essor. In some instances, the memory of the message 
processor may be scarce and therefore it is desirable to 
limit the storage of unnecessary copies of the message. 
In this case, the processing shown in FIG. 4 is used. In 5 
this embodiment, a recipient of a common message is 
not provided with an encrypted comment until that 
recipient asks the message processor for the comment. 
[0019] Beginning with a step 100, the message 
processor delivers the common portion of a message 10 
and any encrypted comments to all recipients. Accom- 
panying the message is an icon or other prompt indicat- 
ing that there is a comment attached to the message. At 
a step 102, the recipient interacts with their station at 
which they receive the messages to select the icon or 15 
other prompt required to review an encrypted comment. 
For example, in an e-mail system, there may be visual 
icon that can be selected by the user. In a voice mail 
system, the system may provide a voice prompt asking 
a recipient to select a particular key to receive an 20 
encrypted comment. 

[0020] At a step 104, the message processing sys- 
tem asks the recipient for a password or some other 
security code. At a step 106, the message processor 
determines whether the recipient has entered the cor- 25 
rect password or security code and also determines 
whether the recipient is on an address list of those peo- 
ple selected to receive the comment. If the answer to 
step 106 is yes, the messaging system enables the 
decryption of the comment for review by the authorized 30 
recipient at a step 1 08. If the recipient does not enter the 
correct password or security code or the recipient is not 
on the list of recipients selected to receive an encrypted 
comment, then that recipient is denied access to the 
encrypted comment at a step 110. 35 
[0021] The process outlined in steps 100-110 may 
be carried out by transmitting information between the 
user stations at which a message is received and the 
message processor (for example, depending on 
whether the correct password is provided to message 40 
processor by a recipient requesting access to the 
encrypted comment, the message processor does or 
does not enable the recipient's station to decrypt the 
comment). Alternatively, the message processor may 
send the encrypted comments as an applet or mini-pro- 45 
gram that contains the instructions required for the local 
processor found at the user stations to determine 
whether the user has entered the correct password or 
security code, to determine whether the recipient is to 
receive an encrypted comment, and to perform the 50 
decryption of the encrypted comment. In yet another 
embodiment, the fact that a user has successfully 
logged into their e-mail server or other messaging 
server may serve as a sufficient security check for the 
user to decrypt an encoded comment. 55 
[0022] It should be noted that in some embodi- 
ments, the message processing system may be pro- 
vided with configuration options to perform in 



accordance with either of the embodiments of Fig. 3 or 
Fig. 4. 

[0023] As can be seen from the above, the present 
invention allows a sending user to create customized 
comments for selected ones of the recipients of a com- 
mon message without requiring the sending user to 
send separate messages to the recipients of a com- 
ment. The comments may be in the nature of additional 
text, voice message or video clips. Alternatively, the 
comment may consist of highlighting of particular words 
or phrases in the common portion of a message. 
[0024] In summary, according to embodiments of 
the invention a message processing system and 
method allows a user to create messages for delivery to 
a number of recipients. In addition, the user can create 
one or more comments or special instructions in the 
message that are to be delivered to fewer than all of the 
recipients of the common message. The comments are 
encrypted such that they cannot be accessed by all 
recipients of the message but only selected recipients of 
the message. The message processing system may 
decrypt the comments and include them along with the 
common portion of the message prior to delivery to 
those recipients that are to receive the comments. Alter- 
natively, a recipient of a common portion of a message 
selects an icon or other prompt indicating that a com- 
ment is attached to the message. The recipient is asked 
to enter a password or other security code that causes 
the messaging system to determine whether the recipi- 
ent is to receive a comment and if so, to decrypt the 
attached comment. 

[0025] While specific embodiments of the invention 
have been illustrated and described, it will be appreci- 
ated that various changes can be made therein without 
departing from the scope of the invention. For example, 
although the present invention is described with respect 
to e-mail systems, voice mail systems and multimedia 
messaging systems, those skilled in the art will recog- 
nize that any type of electronic messaging system may 
be adapted to incorporate the enhancements of the 
present invention. 

Claims 

1. A method of sending messages in an electronic 
messaging system, comprising: creating an elec- 
tronic message with a common message portion 
(50) that is to be delivered to a number of recipi- 
ents; 

creating a comment to said common message 
portion in said electronic message (54), 
wherein said comment is to be reviewed only 
by a selected subset of said recipients; 

determining said recipients and said selected 
subset (52, 56); 
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delivering said common message portion with- 
out said comment to said recipients not in the 
subset and delivering said common message 
portion with said comment to said selected 
subset. 5 

2. A method according to claim 1 , wherein said deter- 
mining step comprises: 

creating a first address list that specifies said 10 
number of recipients; 

creating a second address list that specifies 
said selected subset; and wherein said deliver- 
ing step includes: 15 

determining whether a particular recipient is 
included on both said first and second address 
lists. 

20 

3. A method according to claim 1 or 2 wherein said 
delivering step further includes: 

encrypting said comment; 

25 

transmitting (100) said common message por- 
tion and said encrypted comment to said 
number of recipients; and determining whether 
a particular recipient is allowed to decode said 
encrypted comment. 30 

4. A method according to claim 3, wherein the deter- 
mination of whether a particular recipient is allowed 
to decode said encrypted comment is made by: 

35 

transmitting an icon or an instruction with said 
common message portion and said encrypted 
comment; and determining if said particular 
recipient has selected the icon or performed 
the instruction and if so, determining if said par- 40 
ticular recipient is on said second address list 
of said number of recipients selected to review 
said comment; and/or 

prompting (106) the particular recipient for a 45 
password or security code prior to decoding 
said encrypted comment for the particular 
recipient. 

5. A method according to claim 4 wherein said icon or so 
instruction transmitting step comprises transmitting 

an applet or mini-program with said common mes- 
sage portion and said encrypted comment. 

6. A method according to claim 1 or 2, wherein said 55 
delivering step further includes: 

encrypting said comment; 



transmitting (58) said common message por- 
tion and said encrypted comment to a messag- 
ing processor (20); 

decrypting (76) said comment and forwarding 
(78) said common message portion with said 
decrypted comment from said messaging proc- 
essor (20) to said particular recipient if said 
particular recipient is included on both said first 
and second address lists; and 

forwarding (74) only said common message 
potion without said comment from said mes- 
saging processor (20) to said particular recipi- 
ent if said particular recipient is not included on 
both said first and second address lists. 

7. A system for delivering electronic messages to one 
or more recipients, comprising: 

a plurality of user stations (22a.. .22n) at which 
a user enters and receives electronic mes- 
sages, wherein one of said plurality of user sta- 
tions creates an electronic message with a 
common message portion that is to be deliv- 
ered to recipients at a number of said user sta- 
tions and also creates a comment to said 
common message portion of said electronic 
message, wherein said comment can be 
reviewed only by selected recipients at a 
selected subset of said number of said user 
stations; 

a message processor (20) coupled to the plu- 
rality of user stations, the message processor 
being programmed to: 

deliver said common message portion without 
said comment to said user stations not in said 
selected subset and said common message 
portion with said comment to said selected 
subset. 

8. A system according to claim 7, wherein said mes- 
sage processor (20) determines whether a particu- 
lar recipient is included on both a first address list 
and a second address list, wherein said first 
address list specifies said recipients, and said sec- 
ond address list specifies said selected recipients. 

9. A system according to claim 7 or 8, wherein said 
message processor: 

encrypts said comment; 

transmits said common message portion and 
said encrypted comment to said recipients; and 
determines whether a particular recipient is 
allowed to decode said encrypted comment. 

10. A system according to claim 9, wherein the mes- 
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sage processor determines whether a particular 
recipient is allowed to decode said encrypted com- 
ment by: 

transmitting an icon or an instruction with said 5 
common message portion and said encrypted 
comment and determining if said particular 
recipient has selected the icon or performed 
the instruction and if so, determining if said par- 
ticular recipient is on said second address list 10 
of said selected recipients selected to review 
said comment; and/or 

prompting the particular recipient for a pass- 
word or security code prior to decoding said 15 
encrypted comment for the particular recipient. 

11. A system according to claim 10, wherein said mes- 
sage processor (20) transmits to said recipients 
said icon or instruction by transmitting an applet or 20 
mini-program with said common message portion 
and said encrypted comment. 

12. A system according to claim 7, wherein said one of 
said plurality of user stations encrypts said com- 25 
ment, transmits said common message portion and 
said encrypted comment to said message proces- 
sor (20); and wherein said message processor (20) 
decrypts said comment and forwards said common 
message portion with said decrypted comment 30 
from said message processor to said particular 
recipient if said particular recipient is included on 
both said first and second address lists, and 
wherein said message processor forwards only 
said common message portion without said com- 35 
ment from said message processor to said particu- 
lar recipient if said particular recipient is not 
included on both said first and second address lists. 

13. The system according to any preceding system 40 
claim, wherein said message processor is a voice 
mail system coupled to user stations comprising 
telephones, an e-mail server coupled to user sta- 
tions comprising computers, or a multimedia mes- 
saging system. 45 
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